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Internal control is an important aspect of accounting office systems. The implementation and
maintenance of a control structure which protects corporate assets from theft, misuse, and fraud and
permits the preparation of accurate and reliable financial reports is a result of both good business
practice and legal requirements. This article Presents a precedence model for specifying accounting
office systems. Formal analysis procedures are formulated for evaluating the internal controls of the
modeled system. The procedures establish precondition and postcondition relationships between
designated control points.
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J.1 [Computer Applications]: Administrative Data Processing—business; financial, K.6.4 [Man-
agement of Computing and Information Systems]: System Management—management audit
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1. INTRODUCTION

Satisfactory accountability, that is, a control structure which protects corporate
assets from theft, misuse, and fraud and permits the preparation of accurate and
reliable financial reports is an important aspect of office information system
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design. The OIS design goals of flexibility, efficiency, and modula.rity. must n(?t
preclude the accountability needs of managers, stockholders, and'audlt‘ors. T]I;lls
will require meticulous examination of the OIS to ensure that it satisfies the
multiattribute control criteria used by auditors. . —

Currently, examination requirements are met by employl}lg tradition °W(i
chart descriptions, questionnaires with a focus on potential weakneﬁses an
exposures, narrative descriptions, decision taples, ‘and other n}ethods t :lt seem
appropriate to the individual auditor in each-situation. T_he rewev.v_a'nd ev .uatlon
stage of this process is largely limited to human analytlc. capabilities, yvhxch are
surprisingly deep, broad, and complex, but extre.mel).' varied apd unreliable. .

New techniques are needed to support the auditor in the review and evaluation
process. Many of these techniques will take advantage of computer technology
and its capacity to deal swiftly and accurately with highly complex systems of
relationships. Our approach is to model the firm’s internal behavior, of which the
OIS is a subset, using the computer-acceptable Internal Control Description
Language. The model is then analyzed by machine to see that it satisfies certain
auditing criteria. In this way our system, called TICOM-II, incorporates both OIS
theory and auditing criteria.

The TICOM-II modeling and analysis approach to unifying OIS and auditing
issues has four distinct components. The first, the Internal Control Description
Language, is a modeling language for formally describing a firm’s operations. The
formal input it provides for the TICOM-II modeling process is consistent with
the information collected by Deloitte, Haskins, and Sells in their manual verifi-
cation of internal control procedures [7]. This formal model is then mapped
algorithmically into an internal representation, the second component of the
system. The internal representation was designed to facilitate analysis, the third
major component of TICOM-II. The analysis methods are controlled by the
fourth component, a query processing system that permits the auditors to pose -
questions concerning the internal control model’s behavior.

Under a grant from the Peat, Marwick, Michell Foundation, a prototype of
TICOM-II is being implemented at the University of Minnesota to determine the
feasibility of computer-assisted internal control evaluation.

2. ANALYSIS AND COMPLEXITY

The types of questions posed by auditors during the internal control evaluation
are diverse. Many of the questions concern state achievability. That is, is it
possible for the firm, given its internal control structure, to reach a particular
state. If it is possible to enter such a state, TICOM-II analysis establishes a
precondition for entering that state and a postcondition that is necessarily true
when the state is achieved. The former permits analysis of the strength of
safeguards in the system, while the latter allows for the identification of the
internal control system components to examine in regard to identifying the
perpetrator when a control circumvention is suspected.

Precondition and postcondition evaluation of accounting models is closely
related to the analysis of programs. As such, automated accounting internal
control evaluation suffers from many of the same ills that cripple program
verification [8]. Of particular concern is the complexity of the analysis in terms

ACM Transactions on Office Information Systems, Vol. 1, No. 1, January 1983.




linston

ularity must not
d auditors. This
t it satisfies the

traditional flow-
weaknesses and
thods that seem
~ and evaluation
ilities, which are
{ unreliable.

~ and evaluation
uter technology
1plex systems of
ior, of which the
trol Description
; satisfies certain
orates both OIS

)IS and auditing
itrol Description
. operations. The
. consistent with
ir manual verifi-
is then mapped
mponent of the
1alysis, the third
mtrolled by the
auditors to pose

, a prototype of
to determine the

atrol evaluation
v. That is, is it
ich a particular
iis establishes a
necessarily true
the strength of
tification of the
identifying the

wdels is closely
ounting internal
cripple program
inalysis in terms

{
i
4
1
4

An OIS Model for Internal Accounting Control Evaluation . 27

of both machine calculations and the ease with which the internal control
evaluator can comprehend the results of the analysis. To combat these problems,
several measures have been taken.

The firm’s activities are modeled at a high level of abstraction, which focuses
on the major details of the system. The system is described in terms of objects
(including documents) and agents’ conditional access rights and processing re-
sponsibilities that control the use of these objects. Details of office procedures
are suppressed in favor of a simpler firmwide perspective. Once the internal
control evaluator understands the sequencing of office procedures, detailed ex-
amination of the office system can proceed on an individual office procedure
basis. In addition, TICOM-II has a system simplification facility for creating
“black boxes.” A black box is a simplified component of the firmwide model in
which all but the most essential features are suppressed. In effect, system
simplification reduces the complexity of the internal control system to a more
manageable size while maintaining a systemwide perspective. Two popular ap-
proaches to internal control evaluation, the cycles approach and the transactions
and account classification approach, are based on this technique. Finally, the
modeling and analysis of parallelism is restricted to noninterfering office activities.
That is, if two or more office activities can be performed in parallel, all permissible
execution sequences terminate with identical results, Such models are referred to
as semicommutative models. The reasonableness of this restriction is later argued
from an accounting perspective.

In summary, verification of certain accounting internal control issues is theo-
retically an intractable problem given today’s technology [5]. Yet auditors are
required to review and evaluate them. It is our contention that the review and
evaluation process can be effectively aided by computer-assisted tools such as
TICOM-II and that formal modeling and analysis is the first step toward the
necessary imposition of accounting internal controls on an operating OIS.

3. INTERNAL CONTROL DESCRIPTION LANGUAGE

The Internal Control Description Language (ICDL) was designed to support
description specifications of internal accounting control systems. Its constructs
and terminology are closely related to the fundamental concepts and operations
associated with internal control and systems design.

The ICDL commands model the manipulation of objects which are referenced
by name. Each object is comprised of labeled attributes that represent the various
components of the object. A typical object is a document whose fields are
identified as attributes. The attribute type specifies the nature of the data that
the attribute contains. Thus, a document is viewed as a collection of attributes,
or, equivalently, as a collection of variables. For additional information concerning
the ICDL and TICOM-II consult [1-4].

4. BASIC MODELING AND ANALYSIS CONCEPTS

Given an OIS specification in ICDL, the next phase is to construct an office model
from the ICDL description. Owing to the type of analysis to be performed on the
model, a precedence-oriented model was developed.
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Precedence-oriented models depict the office as a set of tasks whose permissible
execution sequences are specified by precedence constraints. The general form of
the model is a bilogic directed graph showing both control and data flow. The
precedence-oriented model has served as the basis for the Information Control
Net office model developed at Xerox PARC [11]. Other OIS modeling techniques
have been proposed. Two other such models are Zisman’s argumented Petri nets
[14] and Omega [6].

Each node of the graph represents some fundamental operation such as
document preparation or a consistency test between two documents. The time at
which a node is activated is governed by the completion of its immediate
predecessor activities. Inmediate predecessors of a node a are those nodes whose
outgoing arcs point to a. A given node may have more than one precedence
condition. Multiple precedence conditions are specified through logical expres-
sions of the incoming arcs. A conditional node is restricted to having only two
outgoing arcs: one labeled true and the other false, to denote which arc and thus
which immediate predecessor is to be activated dependent upon the outcome of
the test.

Figure 1 shows a simplified fragment of a purchasing subsystem. The example
does not illustrate the complexity of internal accounting control systems. Missing
from the model are the interactions of the various accounting systems, the clerical
and managerial positions within each department, documentation for recording
transactions, descriptions of validation, authorization and approval procedures,
and feedback mechanisms for correcting identified irregularities and errors.
However, it is adequate for demonstrating the relationship between the ICDL
specification and the precedence graph model. The ICDL procedural description

. consists of five organizational units: VENDOR, RECEIVING, PURCHASING,
STORES, and CASH-DISBURSEMENTS. Modular task descriptions specify
the processing capabilities of each organizational unit. The precedence relations
of each task are implied by the serial ordering of the task’s instructions and
information flows between the task and other tasks and repositories. The initial
contents of each repository is given within the ICDL description.

Regarding Figure 1, a usable precondition for the preparation of a voucher
(node 23) is (1) Stores claims that the items listed on the purchase order
correspond with the items received as reported by Receiving and (2) Purchasing
claims that the items listed on the invoice (i.e., items shipped by vendors) also
correspond with the items received as reported by Receiving. A usable postcon-
dition for the same event is (1) Stores claims that the items on the purchase
order correspond with the items on receiving report 2. The assertion made at
node 17 is omitted since RR1 is destroyed at node 19 which may precede node 23
in executing. If the integrity of RR2 is assured, then the assertion could be
included by substituting RR2 for RR1 since they are duplicates.

5. INTERNAL REPRESENTATION

In general, each ICDL instruction is uniquely labeled and formally modeled by
one or more PC-elements, which list a precedence condition for the execution of
the instruction and its execution effects in terms of variable assignments. Each
PC-element is also identified by a unique index. Each PC, is mapped to its
corresponding ICDL instruction by a special function specified as id. If id(a) = j,
ACM Transactions on Office Information Systems, Vol. 1, No. 1, January 1983.
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S VENDOR

R AR Rt LR L
| o TRANSFER GOODS TO RECEIVING

RECEIVING

'(2) TRANSFER INVOICE TO PURCHASING

WAIT FOR Goops (3]

GET RRL FROM RR-SUPPLY (4)
ASSIGN ITEMS OF RR1 ((5)
COPY RRL GIVING RR2 (6) PURCHASING
TRANSFER RR1l TO PURCHASING (7

WAIT FOR RR1, INVOICE
TRANSFER RR2 TO STORES ((8)

PUT GOODS INTO INVENTORY ((9) INVOICE, ITEMS=RR1.ITEMS?

TRANSFER INVOICE TO
CASH-DISBURSEMENTS

DESTROY RR1
GET PO FROM ON-ORDER-FILE

PO, ITEMS = RR2,ITEMS?

REVIEW @ (13) TRANSFER RR2 TO
CASH-DISBURSEMENTS ,

Fig. 1. A fragmeut of a purchasing subsystem. RR1—receiving-report 1; RR2—receiving report 2;
PO—purchase order; »—logical AND.

then PC, lists a condition upon which ICDL instruction J, denoted I;, can be
reached. All PC-elements are of the form PC, = (N R,; AD,). N, is a set of
indices of immediate predecessor ICDL instructions for PC.. R, is the condition
under which the corresponding ICDL instruction follows these immediate pred-
ecessors. AD, is a set of variable assignments (attribute definitions) that become
effective upon the execution of the corresponding ICDL instruction for PC,. If v/
e € AD,, then e is assigned to the variable v when Ly follows the instructions
indexed by N, and R, is asserted. Since R, is restricted to be a Boolean expression
formed from n-ary predicates and the logical connectives {A, ~}, the precedence
constraint for performing a given ICDL instruction is expressed in disjunctive
normal form. That is, given PC,,, PC,, ..., PC, such that id(e;) = id(a;) =
-+ =id(a») =jand N, = N,, = ... = N, , then the percedence constraint for I;
to follow the ICDL instructions indexed by N, isR, \VR., Vv - - R,
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5.1 Basic OIS Model

The formal definition of the TICOM-II model for an OIS specified by ¢ ICDL
instructions labeled I,, I, . . . , I, is given next. The model incorporates principles
taken from first-order logic [12}:

M#=(UV,CPF,S,PC,id).

is the universe containing C, a set of constant symbols denoted ¢, .. ., Cn.
is a set of variables denoted vy, ..., Un.
is a set of n-ary predicate symbols and propositional letters denoted

Py,...,P, and P U"> (T, F}c U.
F  is a set of n-ary function symbols denoted
fioeoistm and fr:ut - U.

<

S s a special root index that is not an element of {1, ..., ¢} for some given q.
PC is a set of elements denoted PC,, ..., PC, and each PC, = (N,; R.; AD.)
where

N, is asubset of {1,...,q} U {S};

R, is an element of the set of well-formed formulas built from V, C, F,
P and the logical symbols {A, ~}; and

AD, is a set of variable assignments where each element of AD, is of the
form v;/t denoting that variable v; is bound to ¢, or equivalently,
that ¢ is substitutable for v;.

id is a unary function that maps indices of PC to {1, ..., q}.

5.2 Notation

Substitution. If e is a term and x is a variable, then ¢: is the result of
substituting e for all free occurrences of x in ¢. ¢ may be a well-formed formula

or a term.
Variable Binding. If v is a variable and ¢ is a term, then v/t denotes that v is

bound to ¢, or, equivalently, ¢ is substitutable for v.
Operator “//”. If R is an element of the set of well-formed formulas, and AD,

= {1 /k, va/ts, . , Un/tn} and ADg = {vl/tl, Daftay ..., vq/t,,} and v;, U; are
variables, and ¢;, ¢; are terms, then

R//AD, = Rz,
and ADg//AD, results in the set Z defined below:

(i) fori=1,q:0:;/(£:){ 2 is the ith element in Z and
(ii) for i =1, n:if there does not exist a 0;/¢; € AD; such that v; = ;, then v:/
t; is the next rightmost element in Z.

In the first case, the operator “//” is used to substitute variable definitions of
AD, for free occurrences of variables in R. In the second case the operator is used
to combine the computations encoded in the AD sets of two PC-elements under
the assumption that PCs immediately follows PC, in the execution sequence.
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Thus, if the execution sequence PC;, PCs, PC; is given and AD, = {z2/y}, AD,
= {y/c}, and AD; = {x/f(z)}, then ADs//AD;//AD, = {x/f(y), y/e, z/y}. For
the execution sequence PC,, PC,, PCs, ADs//AD,//AD; = {x/f(c), z/e, y/e).
Thus the “//” operator is noncommutative, but it is associative since it preserves
execution order effects.

6. ANALYSIS OF THE INTERNAL REPRESENTATION

State. A state reachable in .# is depicted by the triple (N; R; AD) where N is
an element of the set of ICDL instruction indices {1, ..., q), Ris a well-formed
formula, and AD is a set of variable assignments.

State Achievability. .# achieves (N; R; AD) if and only if there exists a finite
sequence PC,, PC,,, ..., PC, such that

(i) ifj=<n, thenVie N,,j either i = S, the root index, or there exists a & < J
such that id(ax) = i and for all lk<l<)), s % o
(i) N =id(a,),
R= Ra, A (Raz//ADa,) AR A (Ra,,//ADnr,._l// e //ADa,)’
AD = AD, AD, _// --. //AD,;
(iii) R is satisfied under interpretation s.

According to the preceding definitions of state and state achievability, a state
is reached by applying elements of PC in some order that honors the precedence
constraints implicit in the ICDL description of the model. Restriction (i) guar-
antees that for each ocurrence of PC,, in the sequence, PC,, is preceded by its
immediate predecessors with no intervening occurrences of PC, (PC, may occur
at most once for each occurrence of its immediate predecessors in the sequence).
Note that this restriction does not rule out loops, since a PC-element may occur
in a sequence each time its precedence conditions are met. Restriction (ii)
designates that the last PC-element in the series must be associated with the goal
instruction Iy, R is the condition for Iy to be reached via the sequence, and AD
is the set of variable assignments that are in effect upon the completion of I.
The evaluation of R and AD is based on and consistent with Dijkstra’s notion of
weakest precondition [9, 10]. The last restriction (iii) limits the states that are
reachable to those states whose conditions for reachability are satisfiable under
some interpretation s. The interpretation s is assumed to be specified by
the internal control evaluator. Thus, for state N; R; AD) to be reached via
PC,, ..., PC,,, the condition R for the initial state of the model must be true.

Unfortunately, the satisfiability of R at the time the model is activated does
not guarantee that state (N; R; AD) will be reached. This is due to uncontrolled
concurrent processing. Consider PC, = ({i}; &; {x/t:}) and PCy = ({i}; &;
{x/t:}). (R« = Ry = @ denotes that PC, and PC; follow their immediate
predecessors unconditionally.) Clearly after the common immediate predecessor
constraint is satisfied, either PC, could precede PC;, or vice versa. Since PC,,
PC; is not generally equivalent to PCg, PC,, at the activation of the model the
order in which PC, and PC; will occur cannot be ascertained. And therefore state
(N; R; AD) cannot be guaranteed. ’

Of utmost concern to the auditor and accountant is the reliability, accuracy,
and consistency of accounting information. This requires an accounting infor-
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mation system to reliably capture accurate accounting information, verify it
against other relevant accounting information for consistency, and store it to
document the validity of the business event it supports. With these objectives in
mind, it is unimaginable that any auditor or accountant would choose an office
system whose results and intermediate operations are partially controlled by
arbitrarily ordered interacting office activities. Yet, accountants and auditors are
well aware of the importance and need for parallel processing in an office system.
As a compromise to this dilemma, TICOM-II analysis is restricted to semicom-
mutative models.

Semicommutative Model. The semicommutative model is a basic OIS model
as defined previously with the added restriction that if the given sequence S,

8 =PC,,...,PC, ,,PC,,PC,.,..., PC,

achieves (V; R; AD) and id(a;) & N,,,, then the sequence S; formed by
S$:=PC,,..., PC,_,, PC PC,,...,PC,.,

switching PC, and PC,_,, also achieves (N; R; AD) and is therefore equivalent
to S] .

Thus, the semicommutative model prevents interacting PC-elements from
being arbitrarily ordered by requiring the scheduling of such PC-elements to be
deterministically encapsulated in their respective N and R components. This
restriction does not prohibit the sharing of information between instructions (PC-
elements) executing concurrently. It does, however, prevent an instruction from
updating a variable before all users of this instance of the variable have completed
their operations. The concept of precondition follows from the semicommutative
model. By definition of state achievability, if .# is a semicommutative model and
achieves (N; R; AD), then R is a precondition for that state.

7. ANALYTIC CAPABILITIES OF TICOM-Ii

The preceding discussion deals with the analysis of given permissible execution
sequences. Evaluating accounting systems from a state achievability perspective
requires the identification of the goal state under study and consideration of all
the execution sequences that lead to that goal. In TICOM-II analysis, the goal
state of the system is identified by critical ICDL instructions and restrictions
placed upon sequences leading to the goal state. By expressing this subsystem of
critical ICDL instructions in terms of precondition and postcondition relation-
ships, the underlying control structure governing these commands is made
obvious. This capability is an important feature of TICOM-II since it is supportive
of both techniques of internal control evaluation used in auditing practice—the
cycles approach and the transactions and account classification approach to
internal control evaluation.

Precondition. A precondition for ICDL instruction N is a condition for the
initial state of the system such that activation of the semicommutative model
guarantees that some sequence PC,, ..., PC, will be generated achieving
(N; R; AD).
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Postcondition. A postcondition for ICDL instruction N is a condition for the
state of the system that is necessarily true immediately after the completion of

the sequence PC, , . . ., PC,, of the semicommutative model which achieves (N;
R; AD).

This definition of precondition is consistent with the concept of precondition
that was presented earlier. The postcondition that seems most desirable from an
internal control evaluator’s viewpoint is one that can be resubstantiated by
viewing the contents of the objects at the time the goal instruction has finished
execution.

In order to evaluate postconditions, the PC-element is expanded to PC, = (N,;
R.; AD.; B,; T,). N,, R., and AD, are defined as before. B, is a set of variables
that have been or could have been redefined on the path from N,toPC,. T,isa
well-formed formula that expresses a postcondition relationship between variables
that necessarily exists after PC., follows its immediate predecessors listed in N,.
B, and T, are initialized as follows,

(i) Ifx/te AD,thenx e B,.
(i) If there exists a B such that Ng = N, and R, A Ry is satisfied under
interpretation s, then By is contained in B,.
(i) T, =R, - B, where T, is a conjunction of predicates of R, (and their
negation signs), all of whose arguments do not appear in B,.

The logic behind (i) above is simple; if PC, redefines x, then x is obviously
redefined on the path from N, to PC, and belongs in B,. The reasoning behind
(i) is slightly more complicated. If PCg’s immediate predecessors are also im-
mediate predecessors of PC, (N, = N,) and PC, and PC; could occur in the same
execution sequence (R, A R is satisfied under interpretation s), then PC; can
occur before PC, and any variables PCy redefines need to be included in B,.
Finally (iii) drops any previously established relationship that contains variables
that might have been or were redefined since the relationship was established. In
general, given PC,,PC,, ..., PC,, such that id(a;) = id(az) = - .. = id(a,) =j
and N, = N,, = ... = N, , then a postcondition for I; following ICDL instructions
indexed by N, is Tay v Ty Ty -+ - T,,.

The procedures of TICOM-II for calculating precondition and postcondition
relationships between ICDL instructions do so by manipulating the PC-elements
of the model. Initially, the PC-elements are specified in terms of preconditions
and postconditions. For instance, PC, declares that the ICDL instruction labeled
id(a) follows the ICDL instructions listed in N, under the precondition R,
resulting in the postcondition 7T.,. By logically removing all PC references to a
given ICDL instruction, it can be purged from the model without affecting the
order of the remaining PC-elements or the conditions leading to their execution.
The removal of all noneritical ICDL instructions results in a reduced model that
references the root and critical ICDL instructions and identifies interrelationships
of the instructions.

There are three fundamental procedures: contraction, loop elimination, and
PC-simplification. Contraction logically eliminates an ICDL instruction from the
model by combining the actions of the instruction to be eliminated with the
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activities of its successors. In effect, contraction is a composition function.
Procedure 1 specifies the actions required to eliminate a single ICDL instructior}.

A major problem with contraction is thg expansion of PC-elefmfents by multi-
plicative factors. In fact, often the cardinality of PC-elements will increase when
a reduction should occur because the contraction procedure does not necessarily
express the PC-elements it alters in the II.IOSt econpnﬁcal fon.n. These disecon-
omies of expression may cause tremendou§ Increases in complexity if no pr'ocedure
for reducing them is formulated. For this reason Procedure 2, a simplification
procedure for eliminating duplication and inefficient expression of the PC-ele-
ments, is introduced. Procedure 2 lists the fundamental simplifications that seem
most appropriate from an internal control evaluation perspective.

The contraction procedure is not defined for instructions that list themselves
as an immediate predecessor. Such conditions are generated when all but one of
the instructions that form a loop have been contracted from the model. To
account for loops properly, a special simplification procedure is required, Proce-
dure 3.

By employing the contraction, PC-simplification, and loop elimination proce-
dures, any subsystem that preserves the precondition and postcondition charac-
teristics of the original model can be generated. PC-simplifications are applied
after each contraction to reduce the complexity of the computations. Loop
elimination is used to account for loops as they are discovered. At the end of the
computation, only PC-elements that are associated with selected ICDL instruc-
tions remain. Precondition and postcondition relationships between these instruc-
tions can be read directly from their PC-elements. In addition, the AD and B
components of the PC-elements supply relevant information to the internal
control evaluator.

Procedure 1: Contraction of i. Contraction of I is defined if and only if there
does not exist a PC, € PC such that id(a) = i and (Na=Dori€ N,). Contraction
of ICDL instruction i is defined by the following steps:

(1) If PC, € PC, where id(a) = i and PCg € PC and i € N, then add PC, to PC
where PC, is defined as follows:

N,=(Ng- {i}) UN,
R, = (Rg//AD,) AR,
AD, = ADy//AD,
B,=Bs;UB,
Ty=(To=Bg) ATy
and
id(y) = id(B).
(Step (1) is applied until no new element can be added to PC))

(2) Drop all elements from PC such that PC, € PC and (i € N, or id(a) = i).

(3) For all PCg, PC, € PC, such that o # B, Ng = N,, and R, A Ry is satisfied
under interpretation s, set B, = B, U Bgand T, = T, — Bg.
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Since .# is a semicommutative model, the validation of the contraction proce-
dure is a direct consequence of preserving order and of the associativity of the
“//” operator. Since PC; follows PC,, then by transitivity the predecessors of
PC, are predecessors of PCy. In this way, (Ns — {i}) U N, makes the predecessors
of PC, predecessors of PCy. If PC; follows PC, under condition Ry and if PC,
follows its predecessors under condition R,, then it follows that PC; follows N,
under condition (Rg//AD,) A R,. The result on the variable assignments of the
model for PC;; following PC, is ADs//AD,. Since the model is semicommutative,
it is just as valid to consider first the influence of PC. on PC; as it would be to
consider first the influence of some other predecessor of PCg listed in Ng. Finally,
since the ““//” operator is associative and preserves execution order effects, it is
permissible to contract instructions in any order. If PC; follows PC,, then clearly
the set of variables assigned between PC, and PC, is By U B,. Also, if PC; follows
PC, with T asserted, By lists the variables redefined by PCyg, and T, is a condition
still asserted upon completing PC,, then (7, — Bg) N Ty is a postcondition that
is asserted by the sequence PC,, PC;.

Procedure 2: PC-Simplification. PC-simplification is a process by which PC-
elements for any I; are reduced to a simpler but equivalent form according to the
following reduction rules, given PC,, PCs € PC, id(a) = id(B) = j, and a # B. (R,
= R, A R, partitions R, into two elements. R, is an atomic formula and R, is an
element of the set of well-formed formulas.)

(1) If Ny C Ny, and R, C Rg(Rz — R.), and AD, C ADg, and B, C Bg, and T,
- € Tp(Tp — T.), then drop PCs from PC and set B, = Bg.

(2) If N, = Ng, and R, = R, A R», and Rz = ~R; A R, then set R, = Rz = R,.

(3) If N, = Ng, and R, = R,, and Ry = ~R, A R,, then set Rs=R,.

(4) If id(a) € N, and there does not exist a PC, such that id(a) = id(y) and id(«a)
& N,, then drop PC, from PC.

(5) fSE€ N,and |[N,|> 1, thenset N, = N, — {S}.

(6) If R, is unsatisfiable for interpretation s, then drop PC, from PC.

(7) If i € N, and there does not exist a PC, such that id(y) = i, then drop PC,
from PC.

Rules (2) and (3) can easily be adapted for simplifying 7T, and Ts.

Rule (1) is valid since it selects the weaker of two conditions for I, to follow its
predecessors listed in N,. Rule 2 is based on the logical rule (4 A B)\/(~AANB)
= B. Thus if I, follows N, under condition R; A R, and I; also follows N, (N, =
Ng) under condition ~R; A R., then it is concluded that I, follows N, under
condition R;. Rule (3) is similarly based on the logicalrule Ay (~AAB)=A
Vv B. Rule (4) identifies an unsatisfiable condition, namely, that I; can only be
reached initially after it has first been executed. Rule (5) simply eliminates the
redundant statement of a restriction; if I; follows N,, then it also follows S. The
sixth rule drops contradictory paths from further consideration. Last, Rule (7)
eliminates unreachable instructions and execution paths dependent upon them.

The PC-simplification procedure does not necessarily produce the absolute
smallest expression of a PC-element. Other reductions are possible by examining
instruction relationships that are given implicitly within the model. Consider the
case in which PC, has m and n as predecessors, that is, n, m € N,. If it is the case
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that I, always precedes I,,, then m € N, is unnecessary. Since it is believed that
the gains from simplifications across PC-elements associated with different ICDL
instructions will be expensive and will produce only minimal reductions in most
cases, they have not been included in the procedure.

Procedure 3: Loop Elimination for i

(1) ForalPC,,PC,,..., PC, suchthatid(a)="-.- = id(an) =i, and n>1,
and i € N, , and i € N, for 2 <j < n, add PC, to PC such that
id(y) =1

N,=(Ny UN, U .- UN,,) — (i}
R, = Roy N (Ray//AD0o,) A (Roy//ADs,//AD,,)
A +++ A(Ran//ADay//+-+//ADq,)
AD, = AD,,//AD.,_,//+-+//ADq
B,=B,UB,U..-UB,,
Ty= (To — (Basy U By U --- UB,))
A (Tay = (Byy U By, U -+ UB,))
Aeee AT,

(2) Drop all elements from PC such that PC, € PC, id(a) = i, and i € N,.
(3) For all PCg, PC, € PC such that a # 8, Ng = N,, and R, N\ Rp is satisfied
under interpretation s, set B, = B, U Bgand T, = T, — Bg.

The loop elimination procedure needs to consider all possible looping paths,
which may be infinite in number. In TICOM-II, a finite number of finite paths
that are representative, from an internal control perspective, of all possible

looping paths are selected for analysis. That is, if PC,, ..., PC,, achieves (N, R,
AD) and PC,,, ..., PC,,, ..., PC,, also achieves (N, R, AD) (or an acceptable
substitute), then PC,, ..., PC,, is representative of both sequences and only

needs to be considered. When analysis is restricted to loops containing simple
assignment statements (e.g., x « e where e is a variable or a constant), then such
a representative set of looping paths can be enumerated.

8. AN EXAMPLE OF TICOM-Il ANALYSIS

Figure 2a (p. 39) displays an augmented precedence model consisting of seven
basic instructions comprising a simple purchasing system. The example is shown
graphically and in the internal representation. Listed along the underside of each
precedence arc are the objects that are passed between nodes. Any assertions
that are made along the arc are listed above it. Associated with each precedence
condition is a set of variable assignments. For example, node 1 unconditionally
follows the root S. The receiving report RR and the goods received GR are
available to node 1. The result of executing node 1 is given by the set {RR/r}
which stipulates that RR is assigned a value, denoted as r, by the Receiving
Department. This same information is encoded in the first three components of
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PC,. Similarly, node 7 follows node 4 given that RR # GR. The result of
performing node 7 is that the RR is appended with a value, denoted as s, by the
Stores Department. PCq contains this same information. All comparisons (nodes
3 and 4) are performed by the Stores Department and so subscripting of the
relationals to denote the comparer is omitted. Node 5 and PCs models the
preparation of a voucher V by Accounting a. Node 6 and PC; stipulate the
entrapment of a discrepancy requiring intervention.

Postcondition information is omitted from the graph but is contained in the B
and T components of the PC-elements. For instance, RR and INV are elements
of B, since nodes 1 and 2 can perform in parallel (the precondition of path S — 1
“ANDed” logically with the precondition of path S-2 is satisfiable). T is empty
since no assertions are made along the path S-1. Bs contains V since V is defined
at node 5. T contains RR = INV since it is asserted on the path S-3-5 and none
of its arguments are listed in Bs, that is, none of its arguments can be redefined
along the path S-3-5. Ts does not contain RR # GR since RR is updated at
node 7.

The initial system shown in Figure 2a is given in terms of preconditions and
postconditions. By employing the contraction, loop elimination, and PC-simpli-
fication procedures, a precondition and a postcondition for node 5 is deduced.
These analytic procedures are demonstrated in Figures 2b through 2h (pages 40-
44). Figure 2b shows the result of simplifying the precedence condition that node
5 follows root S and node 3. The specification of S is redundant since if node 5
follows node 3, then it must also follow S. Node 2 is removed by combining the
precedence condition of node 2 with the precedence condition of node 2's
immediate successor. The intermediate result on the variables by taking the path
S-2-3 is given by {INV/v}. In Figure 2¢, the precedence condition for node 3 is
simplified and node 6 is contracted. Since node 6 has no immediate successors its
execution effect is purged from the model. Figure 2d shows the contraction of
node 4 which results in the combining of assertions along path 3-4-7, specifically,
RR # GR ARR # INV. If RR or GR were assigned values at node 4, their values
would have been substituted into RR # GR. The assertion RR 5 INV is not
added to T since RR € Bs, which implies that RR is redefined at or on the path
to node 7. Figure 2e illustrates the combining of variable assignments on the path
S-1-3. The contraction of node 7 shown in Figure 2f is straightforward. Figure 2g
demonstrates the loop elimination technique for removing node 3. Each pass
through the loop enables the Stores Department to append a value to the
receiving report. By regarding APPEND(r, s) as equivalent to APPEND
(APPEND(r, 5), 5), then path S-3-3-5 is representative of all looping paths leading
to node 5. That is, node 3 is eliminated by considering the nonlooping path S-3-
5 and the looping path S-3-3-5. For each path, variable assignments are appro-
priately substituted into the assertions, and the variable assignment sets are
updated along with the other components of the PC-elements. Assertions such as
RR/r = INV/v is interpreted as s claims that RR, as prepared by r, matches the
INV, as prepared by v. At this point the precondition for attaining node 5 is (RR/
r = INV/v) v (RR/r # GR A RR/r % INV/v A RR/APPEND(r, s) = INV/v).
This logically reduces to the precondition shown in Figure 2h, another example
of PC-simplification. Regardless of the path taken to node 5, its postcondition is
RR = INV.
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9. CONCLUSION

We believe that OIS research possesses the potential for a significant impact on
the design and operation of business systems. Current research makes it quite
evident that OIS modeling and control evaluation are essential to assuring the
successful introduction of OISs. TICOM-II contributes to these developments by
equipping the office analyst with a controls-oriented tool for the internal control
evaluation of OISs. The increase in computer-assisted fraud further serves to
emphasize the need for implementing strong controls in the OIS. Though the
verification of an internal control system is a very difficult problem, TICOM-II
harnesses the power of the computer to analyze internal control issues that lend
themselves to mechanical analysis.
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An OIS Model for internal Accounting Control Evaluation .

id(1) =1 pc, = ({s}; o; {Rr/r); {RR, INV}; @)

1d2) =2 ¢, = ({s}; o; {ovv/v); (RR, In); @)

1d(3) = 3 Pcy = ({1, 235 05 0; 95 9)

id(4) =3 b, = ({735 0; 0; 05 0)

id(5) = 4 PC. = ([3}; RR # INV; 0; §; RR # INV)

1d(6) = 5 BCo = ({3, s}; RR = w5 {v/a}; {v]; &R = Iav)
id(7) =6 PC, = ({4}; RR = cRr; p; @; RR = GR)

1d(8) = 7 BCy = ({4}; RR # GR; {RR/APPEND(RR, s)1; {RR; 9)

Fig. 2a. A semicommutative model. GR-—goods received; RR—receiving
report; INV—invoice; V—voucher; r—receiving; v—vendor; s—stores; a—
accounting.
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{RR/r}

{v/a}

1d(1) =1 pc, = ({s}; o; (RR/r}; {RR, INV}; @
id(3) =3 pc, = ({1, s}; 8 ; {inv/vl; (R, INVY; @)

id(4) = 3 PC, = (71; @; 0; 0; B

1d(5) = 4 ey = ({3}; RR # INV; @; 85 RR # INV)

1d(6) = 5 pc, = ([3}; RR = V5 {v/a}; (V}; RR = TNV)

id(7) = 6 PC, = ({4}; RR = GR; 85 0; RR = GR)

1d(8) = 7 PCg = ({4}; RR # GR; [RR/APPEND(RR, s)}; {RR}; @)

Fig. 2b. 2b Simplification of arc S5; elimination of node 2. GR—goods
received; RR—receiving report; INV—invoice; V—voucher; r—receiving;
v—vendor; s—stores; a—accounting.
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{RR/APPEND (RR, s))
7
Sid() =1 pey = ({835 g5 {RR/c}; {RR, IW]; 9)
1d3) =3 ey = (hil; o5 {1w/vl; {Re, INVY; @)
1d4) =3 pc, = ({73; 85 0 0; 0
1d(s) =4 pcg = ({3}; RR # 1NV §; 0; RR # INV)
1d(6) =5 PC = (3}; rr = 1NV; {v/a}; {v]; RR = IW)
id(8) = 7 PCy = ({43; RR # GR; [RR/APPEND(RR, s)}; PRRY; #)
L ®
Fig. 2c. Simplification of arc S3; elimination of node 6. GR-—goods
j00ds received; RR—receiving report; INV—invoice; V—voucher; r—receiv-
iving; _ ing; v—vendor; s—stores; a—accounting.
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{RR/r}

{RR/APPEND(RR, s

1d(1) =1 pc; = ({s}; o; [RR/r}; (RR, INV}; @)

1@ =3 pcy = ({1} o; {mwv/v); (R, TWV); @)

id@) =3 pc, = ({7); 05 9; 8; )

id(6) =5 PC, = ([3}; RR = Inv; {v/a}; {v}; RR = IVV)

1d(8) = 7  PCy = ({3); RR # INV A RR £ GR; {RR/APPEND(RR, s)}; (RR}; #)

Fig. 2d. Elimination of node 4. GR—goods received; RR—receiving report; INV—
invoice; V—voucher; r—receiving;, v—vendor; s—stores; a—accounting.
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i RR/r = INV/v RR/r #GR ARR/r # INV/v ARR/APPEND(r,s) = INV/v
{v/a,INV/v,RR/r} {V/a,RR/APPEND(r,s), INV/v}

1d(6) =5 PC, = ({s}; RR/r = INV/v; {V/a, INV/v, RR/r}; {V, RR, INV}; RR = INV)
»;1 id(9) =5 PCy = ({s}; RR/r # INV/v A RR/r # GR A RR/APPEND(r, s) = INV/v;
N; {v/a,RR/APPEND(r,s), INV/v}; {V, RR, INV};RR = INV)

Fig.2g. Elimination of loop 33 and node 3. GR—goods received; RR—receiving report; INV—
- invoice; V—voucher; r—receiving; v—vendor; s—stores; a—accounting.

s
RR/r = INV/v RR/r # GR A RR/APPEND(r,s) =INV/v
{v/a,INV/v,RR/r} {V/a,RR/APPEND(r,s), INV/v]

5 PCg = ({s}; RR/r = INV/v; {v/a, INV/v, RR/r}; {v, RR, INV}; RR = INV)

id(6)

1d(9) =5 PCy = ({s}; RR/r # GR A RR/APPEND(r, s) = INV/v;

{Vv/a,RR/APPEND(r,s)INV/v}; {V, RR, INV}; RR = INV)

Fig. 2h. Simplification using Av (~A A B) = A v B. GR—goods received; RR—receiving
report; INV—invoice; V—voucher; r—receiving; v—vendor; s—stores; a—accounting.
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